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SOX HIPAA Compliant Equipment Move

You have worked hard to secure your datacenter, your users are trained,
you have installed state-of-the art perimeter security, you have a unified
directory with excellent password rules, etc. You have thought of
everything. And now you are moving your datacenter to a new building;
and you, and your auditors know that most information theft occurs by
unauthorized access to the equipment.

How can you secure your equipment while in route, and know that it
arrived untampered?

Alcyone offers three options. First is a secured transit which is analogous
to certified mail. We will seal each box and the truck verifying the seals
with the client upon delivery. Second is a watched shipment where we will
“ride shotgun” in the truck with the secured transit. And last we can
provide a protected shipment where licensed law enforcement officials will
escort the vehicle while in route.

These can be provided as a move oversight function for your existing
logistics provider or we can arrange a complete solution using our network
of trained datacenter move specialists.

Move Oversight Complete solution
Secured v v
Watched v v
Protected x v
Secured:

Choose this option when you need to know your equipment arrived un-
tampered. This is so you can meet the basic Sarbanes Oxley and related
information security requirements while your datacenter is in transit. It
effectively stops an opportunistic theft.

While packing items are checked by our security detail, sealed in the box
using our proprietary seals, each box is inventoried as it is put into the
truck, and the truck is locked and sealed. Signatures are collected at each
step of the moving process.

To assure that nothing is tampered with while in-transit the keys to the
truck locks are sent separately; and our one-time-use box seals are
destroyed in the client’s presence.

Watched:

Choose this if you are trying to protect yourself from organized corporate
espionage. You will receive all the security of our Secured Move with a
licensed protection detail that will personally escort the shipment and
provide immediate alert if someone attempts to tamper with the shipment.

Protected:
‘Your datacenter in a Brinks truck’

This option is for when you have to know your equipment and information
is safe at all times. For the highest degree of confidence our escorts will
coordinate with law enforcement officials along the shipping route you have
selected. This will stop any unwelcome equipment and information access
before it occurs.



